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Trusted by small medium enterprises (SMEs),
family businesses and individuals since 1985.
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Services

Corporate Dispute Employment Individuals &

Resolution Families

MahWengKwai & Associates

ADVOCATES AND SOLICITORS



Practice Groups

Construction
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MWHKA Online Talks

To share knowledge, raise awareness, encourage
networking

For clients, potential clients, in-house counsel
Recent MWKA Online Talk:

o 18.12.2024: From Judgment to Payment:
Navigating Execution Proceedings

Upcoming MWKA Online Talk:

o 22.1.2025: Purchasing Properties from Developers
or through Sub-Sale: Key Differences and
Considerations
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Mohd Sohaimi

Senior Associate

% Senior Associate in our Corporate
Department and Shariah  Advisory

Department

7
L %4

Bachelor of Laws (Honours) from

International Islamic University Malaysia.

7
L %4

Admitted to the Malaysian Bar in 2018.

Y/
%°

Areas of practice include corporate
advisory, commercial agreements,
regulatory compliance and mergers and

acquisitions.
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Mashor

Associate

Associate in our Corporate Department.
Graduated from the University of Malaya
with Bachelor of Laws (Honours) in 2020.
Admitted to the High Court of Malaya in
2022.

Primarily involved in corporate and
commercial matters such as mergers &
acquisitions, regulatory compliance and

drafting corporate agreements.
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San

Associate

Y/
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Associate in our Corporate Department.
Graduated with a Bachelor of Laws (Hons)
from the University of Malaya in 2023.
Admitted as an Advocate and Solicitor of
the High Court of Malaya in September
2024.

Areas of practice include corporate and
commercial matters and experience in
technology and intellectual property Law,

as well as e-sports law.
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Talk Points

e Legal framework for Al in business
e Accountability and liability in Al integration
e Mitigating Al risks
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Legal Framework

e Al is transforming industries such as healthcare,
finance and retail

e Application of Artificial Intelligence (Al) in business:
o Automation of tasks
o Decision making support
o Customer Service

e Importance of understanding the legal perspective of
Al adoption and the necessity of a regulatory
framework
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Overview of Legal Framework in Malaysia

e In Malaysia, the government has not enacted a
legislation that regulates or deals specifically with
Artificial Intelligence

e 0On 20.9.2024, the Ministry of Science, Technology and
Innovation (MOSTI) published the National Guidelines
on Al Governance and Ethics

e |t targets end-users, policymakers, government
bodies, developers, technology providers and
suppliers
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Overview of Legal Framework in Malaysia

The Government has launched The Malaysian
National Artificial Intelligence Office (“NAIO”)

It is aimed to pursue seven (7) deliverables within the
next 12 months:

O

O

O

Al Technology Action Plan

Al Adoption Regulatory Framework
Acceleration of Al Technology Adaptation
Al Code of Ethics

Impact study for Government

National Al Trend Report

Datasets related to Al technology
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Legal Framework

e Data privacy laws

o Al relies on large amounts of data to operate their
system. As such, business that use Al must ensure
that data processed by Al must comply with the 7
principles under the Personal Data Protection Act
2010 (PDPA)

o Among the challenges in relation to the usage of
Al and data privacy laws are:

m The purpose of the data
m Transparency of the usage of the data

m Dataretention
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Legal Framework

e Intellectual Property laws

o The usage of Al in the creative field has raised the
guestion on who owns the intellectual property
that the Al creates?

o Should the ownership rest on the programmer
that designed the system, the individual that
prompts the Al or the Al itself can claim
ownership?

o Case of Thaler v Comptroller General of Patents
Trademarks and Designs [2021] EWCA Civ 1374
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Legal Framework

e Contract laws

o Al can play multiple roles in contract management

such as drafting, negotiation, execution and
compliance.

o However, it also raises certain issues on
enforceability, uncertainty in liability and
insufficient customisation.
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Legal Framework

e Employment laws

o Alisincreasingly used in the workplace for various
reasons such as:

m Recruitment & Hiring

m Employee Monitoring and Performance
Assessment

m Automation

m Decision-making
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International Legal Framework

On 12.7.2024, the European Union’s Artificial
Intelligence Act (EU Al Act) was enacted

It regulates the providers of Al systems and entities
using Al in a professional context

The EU Al Act recognises four different level of risk
associated with Al systems:

o Unacceptable risk
o Highrisk
o Limited risk

o Minimal or no risk
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Types of contracts for Al Adoption

Vendor agreements for Al technologies: This sets out
the quality, availability, and responsibilities related to
Al services provided by a vendor

Licensing agreement: This will govern the use of
proprietary Al software or platforms

Data sharing agreement: This will outline the terms
for sharing data between parties for Al training or
operational purposes

Terms of use for Al-driven products/services
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Accountability and Liability in Al integration

e What occurs when liability issues arise?
e How will the issues be addressed?

e Accountability = taking legal responsibility for damage caused by
Al generated information or outcomes of Al systems.

e Malaysia currently faces a gap in comprehensive regulations,
guidelines and legal frameworks governing the use of Al and
ensuring accountability.
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Scenarios where liability issues may arise

e Contractual Errors

o misinterpretation - Al tools are programmed based on
algorithms that might not fully understand the legal language
or context causing inaccuracies

o complexity - inability to carry out high level review and drafting

e Data Breaches - Al remembers all the data that a user has input in
the system

o potential misuse or mishandling of sensitive data and/or IP

o violation of data protection laws - PDPA
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Scenarios where liability issues may arise

example of Al systems retaining sensitive data

@ 2 Memory updated

Is a doctor with 100 patients.

Manage memories

Getty Images v Stability Al - IP infringement by Al system
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Scenarios where liability issues may arise

e Misinformation

o false case laws, non-existent laws, inconsistencies - liable for false or
misleading outputs generated by Al

AIR CANADA CASE

e The passenger claimed to have been misled on the airline’s rules for bereavement fares when the
chatbot hallucinated an answer inconsistent with airline policy. The Tribunal in Canada’s small claims
court found the passenger was right and awarded them $812.02 in damages and court fees

The Tribunal determined the claim against Air Canada constituted “negligent misrepresentation.” :
“Air Canada argues it cannot be held liable for information provided by one of its agents, servants,
or representatives — including a chatbot. It does not explain why it believes that is the case. In
effect, Air Canada suggests the chatbot is a separate legal entity that is responsible for its own
actions. This is a remarkable submission. While a chatbot has an interactive component, it is still
just a part of Air Canada’s website. It should be obvious to Air Canada that it is responsible for

all the information on its website. It makes no difference whether the information comes from
a static page or a chatbot,”
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Scenarios where liability issues may arise

The ChatGPT Lawyer Case
e In 2023, attorney Steven Schwartz faced legal repercussions after using
ChatGPT for legal research in a lawsuit against Colombian airline Avianca,
resulting in the submission of six fictitious court cases. Schwartz, unaware
of the Al's potential for generating false information, admitted he failed to
verify the sources provided by the chatbot. His partner, Peter LoDuca, who
signed the brief, was also implicated.

e US District Judge Kevin Castel fined both attorneys $5,000 and dismissed
the lawsuit.

ChatGPT is not a super search engine!
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Scenarios where liability issues may arise

e Duty to Warn or Inform

o Liability for failing to adequately inform users or clients

about the limitations and risks of the Al system.

o Claims in negligence - if Al systems cause harm due to

errors, omissions, or biased decision-making
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Allocating Responsibility in Al Failures

e Legal accountability is a critical concern: who is liable when Al
fails?

o Developers of the Al System? Deployers? Al Users?

e How will liability be determined in cases of Al errors or
misuse?

0 [Contractual Liability}

m By placing explicit provisions in contracts, one can be
held liable for damages caused by the usage of Al
systems
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Allocating Responsibility in Al Failures

Strict Liability |

o Al developers and operators would be held strictly liable for any
damages caused by their system, irrespective of their
negligence

[Regulatory Framework}

o Framework mandating developers and operators to adhere to
specific safety and security standards, can establish legal
liability

[ [Insurance}

o Al liability insurance policies - providing coverage for damages
caused by Al systems - incentivise developers and operators to
take reasonable care to ensure the safety and reliability of their
systems.
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Why Managing Al Risks Matters

e The potential legal risks of using Al in business emphasise the
need for proactive management of Al’s risks and legal compliance.

e Addressing these risks ensures not only legal compliance but also
business continuity and reputation management.

e Each company’s approach to managing these challenges will vary
based on the company’s business activities, its reliance on Al, the
purposes for which it is used and even the evolving regulatory
landscape.
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Strategies to Mitigate Al Risks

e Mitigating Al risks requires a multi-faceted approach that
combines legal, technological and organisational strategies:

Corporate training
to build awareness
across all levels of the
organisation

Reviewing
contracts

Oversight and

periodic audits of Al
processes
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Strategies to Mitigate Al Risks

e Basic steps to get started:
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Corporate Training on Al Compliance

Building awareness through training to ensure that employees at
all levels understand the risks and responsibilities associated
with Al.

Developing tailored training programs that align with the
specific legal obligations and operational needs of a business.

Key Components of Effective Al Training

o Understanding existing legal framework and regulatory
changes (e.g. PDPA, GDPR and other relevant regulations).

o Scenario-based learning.
o Training employees to recognise non-compliance issues.

o Interactive workshops through role-play sessions.
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Establishing Governance Mechanisms

Risk management framework should also be in place to identify,
assess and mitigate potential Al-related risks.

Tools to help businesses establish a clear and actionable
governance structure.

o Template Al Governance policies defining the scope, roles
and responsibilities for Al use.

o Checklists for identifying and mitigating Al-related risks.

o Mandatory contractual clauses addressing liability for
errors, data breaches and non-compliance.

o Creating guidelines for coordinating and collaborating
between legal, IT and operations teams.
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Oversight Mechanisms for Al Use

e Numerous measures to help maintain transparency,
accountability and trust in Al systems:

o Establishing interdisciplinary Al committees/teams can
provide comprehensive oversight of Al projects (assigning
human reviewers)

o Transparency can be maintained through audit trails and
clear documentation of Al decision-making processes.

o Incident reporting protocols should be in place to address
Al-related issues swiftly.

o Engaging external experts, or third parties, to evaluate Al
systems periodically and objectively.

MahWengKwai & Associates

ADVOCATES AND SOLICITORS



Mitigation through Contractual Terms

e Incorporation of the following clauses:

o Defining Al, machine learning, systems used including their
purposes and limitations.

o Warranties on accuracy, reliability and safety.
o Transparency obligations in Al decision-making.
o Define ownership of Al-related intellectual property.

o Specify licensing terms (terms of use) for Al software and
data.

o Conditions for contract termination if Al risks are not
mitigated.

o Dispute resolution.
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Strategies to Mitigate Al Risks

e Basic steps to get started:

Contractual errors Legal Review/Due Oversight
Diligence mechanisms
Corporate Training including:
Data breaches & Employment conducting regular
Governance Contracts & Internal risk assessments,
Framework Policies training, drills,
o _ o incident reporting
Misinformation Internal Policies protocols.

(e.g. Terms of Use)
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Conclusion

Al should be viewed as a tool, not a replacement.

Managing Al risks requires proactive efforts and
collaboration. Businesses must invest in training programs
etc to build trust and resilience.

By addressing these challenges now, businesses can
unlock Al’s full potential while minimising risks.

MahWengKwai & Associates

ADVOCATES AND SOLICITORS



Questions?



Upcoming Talks

Date Topic Speakers
22 January | Purchasing Properties from Developers | Vinson Cheng
2025 or through Sub-Sale: Key Differences and Khairul
(Wednesday) | and Considerations Hakimi

Sign up for more MWKA Online Talks at
https://mahwengkwai.com/talks-signup/
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Follow us on Social Media

08X [Qlin

YouTube: mahwengkwai
Twitter: mahwengkwai

Instagram: mahwengkwai
Linkedin: mahwengkwai
Facebook: mahwengkwai
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Complimentary Consultation

Schedule a complimentary video- consultation
(up to 30 minutes) with our lawyers by filling up the form at

https://mahwengkwai.com/schedule-a-meeting/
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Thank you!

Notice: This presentation does not constitute legal advice and its contents should not
be relied upon as such. The facts and circumstances of each and every case will differ
and therefore will require specific legal advice. Feel free to contact us for

complimentary legal consultation.



